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OVERVIEW

A critical remote code execution vulnerability (CVE-2025-59287) has been identified in Windows
Server Update Services (WSUS), stemming from the unsafe deserialization of untrusted data. This flaw
allows a remote, unauthenticated attacker to send a crafted payload to the WSUS service, leading to
arbitrary code execution with SYSTEM-level privileges on affected servers.

Successful exploitation could result in full compromise of the WSUS host and enable attackers to
distribute malicious updates across all connected systems, potentially impacting the entire enterprise
network. Microsoft has released a security patch in October 2025, and immediate application of the
update, along with strict access controls, is strongly recommended.

AFFECTED SYSTEMS

e Windows Server 2012 and 2012 R2 (including Server Core installations)

e Windows Server 2016 (including Server Core installations)

e Windows Server 2019 (including Server Core installations)

e Windows Server 2022 (including 23H2 and Server Core installations)

e Windows Server 2025 (including Server Core installations)

All affected versions use WSUS builds prior to the patched releases from October 2025 Security
Updates.

TECHNICAL DETAILS

e Network access to WSUS service (TCP 8530/8531) unauthenticated remote exploit of unsafe
deserialization.

e Attacker sends a crafted serialized object to the WSUS processing endpoint, triggering code
execution.

e Malicious payload deserializes in the WSUS process and executes as SYSTEM.

e Attacker can create scheduled tasks, services, or modify WSUS/IIS configurations and approvals to
maintain foothold.

e Compromised WSUS can approve and distribute malicious updates, automatically pushing
payloads to all managed clients.

e Using WSUS-level control and harvested credentials, attacker pivots to domain controllers, file
servers, and critical hosts.

e Tamper with WSUS logs (SoftwareDistribution), hide malicious updates among legitimate patch
traffic, and remove or alter approval history.

e Capture or abuse stored update signing keys, configuration secrets, or intercepted admin
credentials to escalate access.

e Recon WSUS configuration, client lists, update groups, and IIS bindings to map deployment scope
and target high-value systems.

) Restricted stac@encyb.com



N5 Z ~ Advisory Number: Published on:
En"'yb EN-2025054  15-OCTOBER-2025

e Use approved update channels or scheduled tasks to stage exfiltration via client callbacks or covert
update payloads.

e Leverage WSUS-approved payloads or scheduled jobs to spawn C2 beacons from managed
endpoints, blending C2 with normal update traffic.

TTP MAPPING

TACTIC TECHNIQUE ID
Initial Access Exploit Public-Facing Application T1190
Execution Exploitation for Client Execution T1203
Privilege Escalation | Create or Modify System Process T1543
Create Account T1136
Persistence Scheduled Task/Job T1053
Modify System Image/Service (malicious update
fodify Sy ge/Service (malicious up T1601
distribution)
Privilege
. ge/ Credentials from Network Traffic (Network Sniffing) T1040
Credential Access
Lateral Movement | Remote Services T1021
System Network Configuration Discovery T1016
Discovery
Network Service Scanning T1046
Indicator Removal on Host (log tampering) T1070
Defense Evasion
Obfuscated Files or Information T1027
Collection Data from Local System T1005
Command and Application Layer Protocol T1071
Control Ingress Tool Transfer T1105
Exfiltration Over C2 Channel T1041
Exfiltration Exfiltration Over Other Network Medium T1011
(tunnelled/peered routes, GRE)
Data Encrypted for Impact (ransomware) T1486
Impact Network Denial of Service / Service Stop (operational 11499
disruption)
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IMPACT

e Host Compromise: Attacker gains SYSTEM-level control of the WSUS server.

e Enterprise-wide Distribution: Malicious updates can be pushed to all managed endpoints.

e Persistent Backdoor: Malicious updates create long-lived persistence across clients.

e Ransomware Deployment: Easy vector to deploy ransomware at scale.

e Data Exfiltration: Sensitive data can be staged and exfiltrated from numerous hosts.

e Credential Theft: Harvested keys and intercepted admin credentials enable further takeover.

e AD/Domain Compromise: Pivot to domain controllers and escalate to full AD control.

e Operational Disruption: Mass outages and service interruptions from malicious or tampered
updates.

e Regulatory Exposure: Breach notifications, fines, and legal/ compliance consequences.

e Reputational Damage: Loss of customer trust and business impact from widespread compromise.

RECOMMENDATIONS

e Apply Microsoft WSUS updates (October 2025) on all affected servers.

e Restrict WSUS access to internal management networks, block public access.

e Configure WSUS and IIS to enforce encrypted communications.

e Disable unnecessary services, tighten ACLs, and remove legacy serialization endpoints.

e Rotate admin passwords and secure privileged accounts.

e Maintain verified backups of WSUS and endpoint systems for quick restoration.

e Consider application allowlists, endpoint protection, and defensive coding practices to mitigate
deserialization attacks.

REFERENCES

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59287
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