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EXECUTIVE SUMMARY

Researchers have linked a likely APT28-associated threat actor to the exploitation of a Microsoft Office RTF
zero-day (CVE-2026-21509) to deliver modular malware in a multi-stage campaign targeting Central and
Eastern Europe.

e CVE: CVE-2026-21509

CVSS: 9.8

e Affected Sector: Government, Defence, Diplomatic, and Related Organizations
e Affected Product: Microsoft Office (RTF handling)

e Affected Region: Central & Eastern Europe

e Severity: Critical

e Published Date: February 02, 2026

TECHNICAL DETAILS

e Target: End users within targeted organizations using Microsoft Office, particularly staff handling
document-based communications such as emails, reports, contracts, or official correspondence. These

users often have regular exposure to external documents, increasing their attack surface.

e Root Cause: A zero-day remote code execution vulnerability in Microsoft Office’s RTF file handling
(CVE-2026-21509) that allows attackers to execute arbitrary code when a malicious RTF file is

processed.

e Prerequisite For Exploitation: User interaction is required—specifically, opening a specially crafted
malicious RTF document in Microsoft Office. No additional privileges are needed, making exploitation

highly effective in phishing-based delivery scenarios.
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INDICATORS OF COMPROMISE
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95e59536455a089ced64f5af2539a449
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File Hash (MD5) €a6615942f2c23dba7810a6f7d69e2da
File Hash (SHA1) 23b6f9c00b9d5475212173ec3cbbcff34c4400a7
File Hash (SHA256) 3f446d316efe2514efd70c975d0c87e12357db9fca54a25834d60b28192c6a69
Domain freefoodaid[.]Jcom
Domain wellnesscaremed[.]Jcom
URL hxxps://freefoodaid[.Jcom/documents/2_2.d
URL hxxps://freefoodaid[.Jcom/tables/tables.d
URL hxxps://freefoodaid[.Jcom/documents/2_2.INk
IMPACT

e Remote code execution on victim systems

e Unauthorized access to emails and sensitive data

e Persistent attacker presence within the environment
e Potential lateral movement and further compromise

e Risk of regulatory, operational, and reputational impact

RECOMMENDATIONS

e Immediately apply Microsoft security updates addressing CVE-2026-21509

e Block and monitor known IOCs associated with the vulnerability across security controls
e Block or restrict RTF file handling where not required

e Disable or tightly control Office and Outlook macros

e Inspect systems for suspicious DLLs, VBA projects, and scheduled tasks

e Enhance email security to detect and quarantine malicious attachments

REFERENCE

e https://gbhackers.com/microsoft-office-zero-day/
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